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Data Protection Policy Statement    

Data Protection Act 1998 

The Data Protection Act 1998 sets out rules for processing personal information, and it applies to 
some paper records as well as those held on computer and some automatically processed data, 
for example, document image processing, audio/video, photographs and CCTV. The Act gives 
individuals certain rights, and imposes obligations on those who record and use personal 
information to be open about how information is used and to follow eight data protection principles: 

Data Protection Principles 

The Data Protection Act controls how your personal information is used by organisations, 
businesses or the government. Everyone responsible for using data has to follow strict rules called 
‘data protection principles’. They must make sure the information is: 

 used fairly and lawfully 
 used for limited, specifically stated purposes 
 used in a way that is adequate, relevant and not excessive 
 accurate 
 kept for no longer than is absolutely necessary 
 handled according to people’s data protection rights 
 kept safe and secure 
 not transferred outside the European Economic Area without adequate protection 

 
There is stronger legal protection for more sensitive information, such as: 

 ethnic background 
 political opinions 
 religious beliefs 
 health 
 sexual health 
 criminal records 

  

All users of personal information, including the Board of Management and the Board of Trustees 
are obliged to comply with the 1998 Data Protection Act (DPA). 

The Museum of Technology is a ‘not for profit’ charity and thus is exempt from registration 
requirements for Data Protection with the Information Commissioner’s Office. 

The Individual’s Rights 

All individuals that the Museum holds data on are entitled to: 

have access to the information held about them, except where releasing that information 
would breach another person's privacy.  

prevent data processing likely to cause substantial and unwarranted damage and distress, 
and to prevent processing for direct marketing.  

To exercise these rights, the individual should contact the Museum of Technology and request to 
speak to the Chairman of the Board of Trustees. 

https://www.gov.uk/eu-eea


The Museum’s Responsibilities  

Any personal data must be collected, processed and held according to the data protection 
principles 

Data will not be kept for longer than necessary 

Security  

All reasonable steps should be taken to ensure that personal data is secure, the following steps 
are suggested:  

 Access to computer files should be restricted using privilege levels and passwords.  
 Regular password changes should be enforced and the number of attempted logins limited.  
 Equipment should be sited in a secure location where access can be restricted - the public   

should not be able to view terminal screens.  
 Terminals should not be left unattended and should be logged-off at the end of a session: 

"log-off, switch off, lock up".  
 Redundant data should be wiped or overwritten.  
 Ensure appropriate back-up and storage for data  
 Storage media should be locked up after use.  
 For large amounts of sensitive data, consider keeping a copy in a fire-proof safe at a 

separate location.  
 Network systems should be considered to be insecure. Data must be kept as secure as 

possible, using encryption, de-personalisation and password-protection if possible. Consider 
storing highly sensitive data on stand-alone machines.  

 Computer printout containing personal information should be shredded before disposal; it 
should not be used as scrap paper.  

 Review manual files and store securely. Sensitive data should be stored in locked filing 
cabinets.  
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